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Protégé Program
SAMPLE CONFIDENTIALITY AGREEMENT—COMPUTER USE
Confidentiality Agreement

BETWEEN


(Insert Protégé’s name here) (hereinafter referred to as the “Protégé” or Volunteer)
-and-

(Insert Municipality name here) (hereinafter referred to as the “Organization”)
The users of our computers and networks are responsible for respecting and adhering to local, provincial, federal and international laws. Any attempt to break those laws through the use of the computers or networks may result in litigation against the offender by the proper authorities. Any attempt to violate the provisions of this policy will result in disciplinary action. 

GENERAL COMPUTING POLICY:

Users are solely responsible for all actions taken while using our computer systems and network facilities: 

1. Use of our computer systems and network facilities and/or services for commercial purposes is prohibited.  

2. The installation of any software that has not been approved by the Manager, Finance & Administration, or the IT Support Officer is prohibited.

3. Un-installing or disabling any approved anti-virus software is prohibited. 

4. Sexually explicit material may not be displayed, archived, stored, distributed, edited or recorded using our computer or network resources.

5. Deletion, examination, copying, or modifying files belonging to other users in (insert municipality name here) without their prior consent is prohibited.  

6. Any deliberate action that damages or disrupts a computer system or network, alters its normal performance, or causes it to malfunction is prohibited.

7. Use of our computer systems and/or networks in attempts to gain unauthorized access to remote systems is prohibited. 

8. Decryption of system or user passwords is prohibited, unless access by the Administrator is required in an emergency situation.  

9. The copying of system files is prohibited.  

10. The copying of copyrighted materials, such as third-party software, without the permission of the owner or the proper license, is prohibited.  

11. The willful introduction of viruses, worms, Trojan horses or other disruptive/destructive programs into our computer systems or networks or into external networks is prohibited.

12. Any file that is downloaded from the Internet or read from any external electronic media (such as floppy disk, CD-ROM) must be scanned for viruses before it is run or accessed.

INTERNET POLICY:
(Insert municipality name here) provides its users and associates with Internet access for company-related business purposes only.  Employees may use their Internet facilities for non-business research or browsing during meal time or other breaks, or outside of work hours, provided that all other usage policies are adhered to. We reserve the right to monitor employee use of the Internet at any time, if there is reason to suspect violation of this policy or abuse of our email systems disciplinary action will be taken.

If users find themselves connected accidentally to a site that contains sexually explicit or offensive material, they must disconnect from that site immediately, regardless of whether that site had been previously deemed acceptable by any screening or rating program.

PROHIBITED ACTIVITIES:

Users may not participate in the following Internet activities:

1. View, download, send or consensually receive pornographic materials. Any pornographic materials received must be deleted immediately and, whenever possible, reasonable effort must be made by the employee to request that the sender refrain from sending further materials of this nature in the future.

2. Intentionally damage or interfere with others (hacking, distributing viruses, etc.).

3. Distribute or post confidential company information.

4. Gamble.

5. Post any material that is discriminatory, offensive, libelous, illegal, harassing, or derogatory.

As a condition of my participation in this program with (insert municipality name here), its subsidiaries, affiliates, successors or assigns, and in consideration of my work with the Organization, I agree to the following:

By signing this agreement, I,                                   , acknowledge the terms of this computer use agreement and understand the implications of any breach of confidentiality.

_______________________________



__________________________

(Name in Print)






(Date)

_________________________________

(Volunteer Signature)
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